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Abstract

The rapid growth of technology’s use in educational insti-
tutes, accompanied by numerous incidents of data breaches
as well as data abuse for profit, has raised concerns regarding
users’ privacy, security, and safety. Different from other con-
texts (e.g., social media), institutionalized use of technologies
rarely offers any option to opt out and involves multiple user
groups (e.g., students and instructors) with power asymme-
tries, further complicating the situation. To discover percep-
tions and concerns from different user groups, we manually
analyzed 3,300 online reviews of 33 education technologies.
We conducted a thematic analysis of the 163 reviews that
expressed concerns about privacy/security harms from the
applications and identified five themes. Additionally, we iden-
tified 77 reviews (through keyword search and then manual
annotations) where users anticipated harm from other users
and found one additional theme, totaling six themes.

1 Introduction

Education Technologies (EdTech), such as learning manage-
ment systems, virtual classroom applications, and remote proc-
toring tools are rapidly becoming ubiquitous [2, 7,30, 32]. In-
stitutionalizing EdTech leaves users with little choice [3] but
to adopt the tools that collect huge amounts of data [6,20,31],
and to face consequences after data breaches [25]. Moreover,
EdTech involves multiple user groups including students, ed-
ucators, administrators, and parents with power asymmetries;
Worse, EdTech may equip certain user groups with capabili-
ties to dominate over other groups (instructors remotely ac-
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cessing or controlling students’ devices [4,24]) that widen
the power gap and opens up pathways for surveillance, stalk-
ing, and other harms. Therefore, understanding the perceived
risks and experiences of users is crucial to advance research
in mitigating the harms and designing laws and policies to
protect the consumers of this emerging technology space.

To understand users’ concerns about privacy, security, and
safety, we analyzed reviews of EdTech apps from online
sources. Reviews reflect users’ opinions, experiences, and
concerns regarding tools they use [11, 19] and have been used
by researchers to understand user perceptions [10, 12,13, 15,
23,33]. Our research complements prior works on understand-
ing EdTech users’ privacy perceptions based on surveys and
interviews [4,8,21,22,24,34,35]. As reviews are unsolicited,
they are likely to be less biased and provide a more accurate
picture of users’ concerns and perceptions.

We randomly selected 3300 reviews from 33 apps and ap-
plied thematic analysis to the 163 reviews exhibiting privacy
concerns. Additionally, we manually analyzed 1000 rogue
reviews and applied thematic analysis to the 77 rogue reviews.
In total, we found six themes.

2 Methods and Results

Initially, the top 100 educational apps from Google Play and
the Apple App Store were selected and cross-checked with
third-party provided list [27,28] to ensure credibility. After
removing duplicates, we retained apps that are free to use,
available for both iOS and Android platforms, used in the US,
and not only for a specific school district. There were 67 such
apps; We selected 29 out of them, as we primarily focus on
apps that are school-issued (as opposed to apps that can be
used by individuals, such as Duolingo) and used in the context
of traditional education (e.g. Google Classroom). Moreover,
we collected reviews of four browser-based remote proctoring
tools that were identified based on prior research [4]

We collected 3.45 million reviews of 71 apps from the app
stores [1,17,18]. We kept only the English reviews having
five or more words (without the stop words) assuming reviews



expressing concerns would exceed five words. Moreover, 90%
of the reviews, rated three or fewer out of five were negative
according to our sentiment analysis. Assuming reviews with
privacy concerns would mostly be negative, we only consid-
ered them. For the 33 apps, we randomly selected 2700 (out
of 197,000) and 600 (out of 3000) reviews respectively from
smartphone and browser extension reviews. Three authors
annotated 600 random reviews in three iterations with IRR
respectively 0.65, 0.66, and 1 and then annotated the actual
3300 data, 1100 each. One researcher created a codebook
by going through the privacy/security-related reviews, and
then two authors applied the codes. Conflicts were resolved
through discussion and the inter-rater reliability score was not
calculated according to prior research [5,26]. Applying the-
matic analysis [9], the codes were grouped into five themes.

Additionally, to identify reviews where users anticipated
harm from other users (i.e. rogue behavior), we searched for
reviews containing any of the following keywords: spy, stalk,
stealth, minor, trust, vulnerable, and vulnerability (the first
three were taken from [14]). The identified reviews went
through manual annotation as before.

Ethical Consideration Since the app reviews are public and
the user who writes them are aware of it, we did not require
an IRB review.

2.1 Findings

Of the 3300 reviews we analyzed, 163 are related to privacy,
14 (0.51%) belong to smartphone apps and 149 belong to
browser extensions'. These reviews were organized under
five themes. Additionally, we found 2,200 reviews containing
at least one keyword related to rogue behaviors, and manual
annotation of 1,000 randomly selected samples identified 77
reviews to be actually related to such issues; These reviews
constitute the sixth theme. The themes are explained below,
with the count of reviews under each theme added within
parentheses. A visualization of the themes is provided in A.2.

General Privacy and Security Concerns of the Users (75)
Users expressed general concerns about privacy violations,
including keywords such as “Privacy Invasion” and “Invasion
of Privacy” in a majority of the reviews (N=41). Some
of the reasons for concerns were personal information
vulnerabilities, teachers watching the students’ surroundings
using proctoring apps, and being forced to use the apps, but
many users did not mention any specific cause.

Concerns Regarding Data Collection and Tracking (37)
Users are afraid that their personal data are at risk, their
location is being tracked, browser history is being accessed,
and keystrokes and mouse movements are being monitored.
They think that EdTech apps collect more data than they
actually claim and share them with third parties

! According to the estimation of prior research [29], 0.5% reviews of
smartphone app reviews are privacy-related which aligns with our result.

Privacy Breaching through Intrusion and Monitoring (29)
EdTech apps are alleged to seek too many permissions.
Moreover, the users expressed concern that proctors might
access important information on their devices as they can
take control of the devices. Monitoring and recording through
webcam and mic are also notable. One user claimed that
using GlassWire [16] they found a large amount of data being
sent in the background which they think is webcam data.

Concerns Regarding Malicious Content (44) Users have
complained about the applications being spyware, malware,
virus, etc. without elaborating specific reasons. However, one
user had to disable their antivirus program to use an app which
led them to think if the app was potential malware.

Developers’ Perspective of Privacy Issues (29)
Developers of only one app (Proctorio) responded to
the users’ privacy concerns and addressed three concerns.
First, how the webcam is being used (controlled, recording)
is entirely up to the instructors. Second, whatever data they
collect is stored using zero-knowledge encryption and never
sold to anyone. Finally, they admitted that they collect an
approximate location from the users’ IP addresses.

Stalking and Spying (59) This theme contains reviews ex-
pressing rogue behaviors; users were concerned that, another
user could spy or stalk them (as opposed to malicious content
like Spyware). E.g., one user mentioned, "It sucks. Schools
also use it to spy and monitor your screen during tests. That
is creepy.". Users expressed concerns regarding being spied
on or stalked by teachers and parents. In a few reviews, par-
ents expressed joy because they could track the location of
their children through EdTech; such activities may negatively
impact the relationship between parents and kids [15].

3 Discussion and Conclusion

In this paper, we uncovered privacy, security, and safety con-
cerns from EdTech apps. Like other domains, a tiny fraction
of the reviews mention such issues, except for proctoring apps,
hinting at their highly invasive nature.

Many of the concerns, such as private data collection and
tracking, can arise in any domain, we also surfaced issues such
as being spied on or undesired device access, possibly by other
user groups, which can be devastating in EdTech contexts due
to power dynamics and the inability of the students—the most
vulnerable group—to opt-out.

Our study has limitations. We analyzed online reviews that
often lacked explanations behind the expressed concerns, fu-
ture research may conduct qualitative studies to understand
them. Additionally, most concerns were perceived by the
users, without any verification; Future research may inves-
tigate whether the perceived privacy risks, like sharing data
with third parties or containing malicious code, actually exist,
using app and traffic analysis techniques.
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A Appendices

A.1 App Selection

We have used a total of 33 applications. We have 29 applica-
tions available for smartphones (both Android and iOS) and
4 Chrome extensions. These applications are the most widely
used EdTech applications in the US [27,28]. Table | contains
the applications whose reviews we used in this work.

A.2 Results

The following figure represents the themes, sub-themes, and
codes we got after doing the thematic analysis.

The following image represents the count of reviews ex-
hibiting the themes.
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Figure 1: Themes, sub-themes, and codes
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Figure 2: Count of reviews in each theme



EdTech Applications in Smartphones

Application Name Rating in | Rating in
Google Play | Apple App
Store
Remind: School Communica- | 4.41 4.78
tion
ClassDojo 4.76 4.84
Google Classroom 2.35 1.52
Mathway: Scan & Solve Prob- | 4.66 4.89
lems
Canvas Student 4.6 4.66
Kahoot! Play & Create | 4.67 4.57
Quizzes
Udemy - Online Courses 4.4 4.75
PowerSchool Mobile 2.67 4.51
PBS KIDS Video 4.41 4.28
Blackboard Learn 342 4.61
ParentSquare 4.59 4.61
Khan Academy 4.33 4.49
Socratic by Google 4.77 4.89
Schoology 1.89 1.33
Skyward Mobile Access 3.03 1.76
Coursera: Learn career skills 4.34 4.82
Seesaw 3.93 4.78
Aeries Mobile Portal 2.13 1.54
MSB Parent, USA 1.74 4.89
StudentVUE 2.03 1.77
Campus Parent 3.34 1.86
Campus Student 2.75 1.85
LinkedIn Learning 4.72 4.81
Brightspace Pulse 4.16 4.77
Brightwheel: Preschool & | 4.82 4.87
Child
ParentVUE 2.63 1.73
TITAN Family Connect App 4.65 4.86
Common App 3.97 3.71
Brightspace Parent & | 2.44 4.12
Guardian
EdTeh Chrome Extensions

Extension Name Rating
Proctorio 1
Mettle Proctoring 3
IRIS 1

1

ProctorExam Screen Sharing

Table 1: Privacy concepts and hypotheses




	Introduction
	Methods and Results
	Findings

	Discussion and Conclusion
	Appendices
	App Selection
	Results


